ore They’:
IV Interndl €Controls cdre the controls that dre pet
inte place to safegudrd infermoation technology
eguipment and preotect sensitive doate.
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and children’s
names should not
be used because
they are easy to
break. Ensure
passwords include
a character (*),
numbers (123), and
letters.

e Passwords should

NOT be stored
under your
keyboard, taped to
your screen or at
any other readily
accessible location.
If you must write
passwords down,
they should be
stored in a secure
location like a
locking filing
cabinet.

e Do NOT give your

passwords to
anyone for any
reason.
Reminder:
Remember you are
responsible for your
username and
password and your
activity can be tracked
by your username.

department heads and other managerial staff to help establish and enforce
proper internal control procedures.

It's imperative that we protect our City’s business operations from unwanted,
disruptive, and potentially embarrassing intrusions.
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Internal Audit Division recently completed & had approved the Fraud Policy!
City of Wilmington Policy Number 111.

All City Employees should familiarize themselves with the requirements of this
policy and know and understand the proper procedures to report any known
Fraud or Corruption.

Internal Audit is currently working closely with the Finance Department to
strengthen internal controls surrounding the Purchasing and Inventory Module
in the HTE System. We appreciate everyone’s patience and understanding
during this transition. Please do not hesitate to call with any questions or
concerns. We are here to help.

$% FRAUD FACTS — FRAUD CAN COST THE ENTIRE ORGANMIZATION MONEY $4

o  Total financial Losses from Fravd Average in the U.S. to be
spwards of §3.2 millicn per crganization in 2007, up from
$2 4 willion per organization in 2005,

® The three industries hit hardest by Fraud are Tnsurance,

Retail, and Government!
O Source: Institute of Internal Auditer Magazine
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Don'’t Forget to Vote on November 4, 2008!




